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# RootBeer Sample (0.6)



File Name:
Package Name:

Scan Date:

App Security Score:

Grade:

38ed0b9a208fa9628b7e12h763df6ac0.apk
com.scottyab.rootbeer.sample

April 8,2024, 3 p.m.

65/100 (LOW RISK)




& FINDINGS SEVERITY

% HIGH v/ SECURE @ HOTSPOT

s FILE INFORMATION

File Name: 38ed0b9a208fa9628b7e12b763df6ac0.apk

Size: 2.01MB

MD5: 38ed0b9a208fa9628b7e12b763df6acO

SHA1: 2dec12e5e8b0b7558cef5335853f179ae8a087d2

SHA256: 6352f6d0cdc85a42de3ccfd9226dfec28280aa835227acc507043a4403b7e700

1 APP INFORMATION

App Name: RootBeer Sample

Package Name: com.scottyab.rootbeer.sample

Main Activity: com.scottyab.rootbeer.sample.MainActivity
Target SDK: 25

Min SDK: 10

Max SDK:

Android Version Name: 0.6

Android Version Code: 6



== APP COMPONENTS

Activities: 1
Services: 0
Receivers: O
Providers: 0
Exported Activities: O
Exported Services: O
Exported Receivers: O
Exported Providers: O

#% CERTIFICATE INFORMATION

Binary is signed

v1 signature: True

V2 signature: True

v3 signature: False

v4 signature: False

X.509 Subject: C=uk, ST=uk, L=Unknown, O=scottyab, OU=Unknown, CN=Unknown
Signature Algorithm: rsassa_pkcs1v15

Valid From: 2015-09-16 10:47:44+00:00

Valid To: 2043-02-01 10:47:44+00:00

Issuer: C=uk, ST=uk, L=Unknown, O=scottyab, OU=Unknown, CN=Unknown

Serial Number: Oxee94d9a

Hash Algorithm: sha256

md5: 845aed9e331b84e23ac973b1ecc8b95e

shal: eaOb578a8456e29252ea3d3150ee947774fc72be

sha256: 16eaad0ec35f0286547794a26f36eb032ebbeb98040f7c053554c6641448364f
sha512: 17fe783d9%a6fec3e5d19ff3025565d5c5fc9288479e8b81265eaalda729ded569¢9359603c059243307a1e1c68dced4c51a8ee981251f6375a41fb5edc33778b
PublicKey Algorithm: rsa

Bit Size: 2048

Fingerprint: dc908a2aacbalde2bde4fc5ff89983d6eed30865dd4793c916d190d3d443e63d
Found 1 unique certificates



4 APKID ANALYSIS

FILE DETAILS
FINDINGS DETAILS
Build.TAGS check
Classes.dex possible ro.secure check
Compiler dx (possible dexmerge)
dexmerge
& NETWORK SECURITY
NO SCOPE SEVERITY DESCRIPTION
Bs CERTIFICATE ANALYSIS
HIGH: 0 | 1] INFO:1
TITLE SEVERITY | DESCRIPTION

Signed Application

info

Application is signed with a code signing certificate




TITLE SEVERITY | DESCRIPTION

Application Application is signed with v1 signature scheme, making it vulnerable to Janus vulnerability on Android 5.0-8.0, if signed
vulnerable to Janus only with v1 signature scheme. Applications running on Android 5.0-7.0 signed with v1, and v2/v3 scheme is also
Vulnerability vulnerable.

Q, MANIFEST ANALYS

S

HIGH: 1 | 1| INFO: 0 | SUPPRESSED: 0

NO | ISSUE SEVERITY | DESCRIPTION
App can be installed on a
vulnerable upatched This application can be installed on an older version of android that has multiple unfixed vulnerabilities.

1 Android version high These devices won't receive reasonable security updates from Google. Support an Android version => 10,
Android 2.3.3-2.3.7, API 29 to receive reasonable security updates.
[MinSdk=10]
Application Dat b
Bz?klecj :Jon atacanbe The flag [android:allowBackup] should be set to false. By default it is set to true and allows anyone to

2 . P backup your application data via adb. It allows users who have enabled USB debugging to copy application
[android:allowBackup] flag .
o data off of the device.
is missing.

<[> CODE ANALYSIS

HIGH: 0 |

1] INFO: 1 | SECURE:

1| SUPPRESSED: 0

NO

ISSUE

SEVERITY | STANDARDS FILES




NO | ISSUE SEVERITY | STANDARDS FILES
. CWE: CWE-250: Execution with Unnecessary
This App may request root (Super . .
1 Usen) privileges Privileges com/scottyab/rootbeer/Const.java
) p ges.

OWASP MASVS: MSTG-RESILIENCE-1
com/nineoldandroids/animation/PropertyVal
uesHolder.java
com/scottyab/rootbeer/RootBeer.java

. . . CWE: CWE-532: Insertion of Sensitive com/scottyab/rootbeer/RootBeerNative.java
The App logs information. Sensitive ) S )
2 ) ; info Information into Log File com/scottyab/rootbeer/sample/CheckRootTas
information should never be logged. )

OWASP MASVS: MSTG-STORAGE-3 k.java
com/scottyab/rootbeer/sample/TextViewFont.
java
com/scottyab/rootbeer/util/QLog.java

3 This App may have root detection secure com/scottyab/rootbeer/RootBeer.java
capabilities. OWASP MASVS: MSTG-RESILIENCE-1 y J

s

HARED LIBRARY BINA

RY ANALYSIS

NO

SHARED OBJECT

NX

STACK
CANARY

RELRO RPATH | RUNPATH | FORTIFY

SYMBOLS
STRIPPED



https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05j-Testing-Resiliency-Against-Reverse-Engineering.md#testing-root-detection-mstg-resilience-1
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05d-Testing-Data-Storage.md#logs
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05j-Testing-Resiliency-Against-Reverse-Engineering.md#testing-root-detection-mstg-resilience-1

STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False Full RELRO None None False False
info high info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object has binary does not have any fortified available.
set. This have a stack full RELRO does not have functions. Fortified
marks a canary value enabled. have RUNPATH functions provides
memory added to the RELRO run-time set. buffer overflow
page non- stack. Stack ensures that search checks against glibc's
executable canaries are the GOT path or commons insecure
making used to cannot be RPATH functions like strcpy,
attacker detect and overwritten set. gets etc. Use the
injected prevent in compiler option -
shellcode exploits from vulnerable D_FORTIFY_SOURCE=2
1 armeabi/libtool-checker.so non- overwriting ELF binaries. to fortify functions.
executable. return In Full This check is not
address. Use RELRO, the applicable for
the option - entire GOT Dart/Flutter libraries.
fstack- (.got and
protector-all .got.plt
to enable both) is
stack marked as
canaries. Not read-only.

applicable for
Dart/Flutter
libraries
unless Dart
FFl is used.




applicable for
Dart/Flutter
libraries
unless Dart
FFl is used.

STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False Full RELRO None None False False
info high info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object has binary does not have any fortified available.
set. This have a stack full RELRO does not have functions. Fortified
marks a canary value enabled. have RUNPATH functions provides
memory added to the RELRO run-time set. buffer overflow
page non- stack. Stack ensures that search checks against glibc's
executable canaries are the GOT path or commons insecure
making used to cannot be RPATH functions like strcpy,
attacker detect and overwritten set. gets etc. Use the
injected prevent in compiler option -
shellcode exploits from vulnerable D_FORTIFY_SOURCE=2
2 x86_64/libtool-checker.so non- overwriting ELF binaries. to fortify functions.
executable. return In Full This check is not
address. Use RELRO, the applicable for
the option - entire GOT Dart/Flutter libraries.
fstack- (.got and
protector-all .got.plt
to enable both) is
stack marked as
canaries. Not read-only.




applicable for
Dart/Flutter
libraries
unless Dart
FFl is used.

STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False Full RELRO None None False False
info high info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object has binary does not have any fortified available.
set. This have a stack full RELRO does not have functions. Fortified
marks a canary value enabled. have RUNPATH functions provides
memory added to the RELRO run-time set. buffer overflow
page non- stack. Stack ensures that search checks against glibc's
executable canaries are the GOT path or commons insecure
making used to cannot be RPATH functions like strcpy,
attacker detect and overwritten set. gets etc. Use the
injected prevent in compiler option -
shellcode exploits from vulnerable D_FORTIFY_SOURCE=2
3 mips/libtool-checker.so non- overwriting ELF binaries. to fortify functions.
executable. return In Full This check is not
address. Use RELRO, the applicable for
the option - entire GOT Dart/Flutter libraries.
fstack- (.got and
protector-all .got.plt
to enable both) is
stack marked as
canaries. Not read-only.




applicable for
Dart/Flutter
libraries
unless Dart
FFl is used.

STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False Full RELRO None None False False
info high info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object has binary does not have any fortified available.
set. This have a stack full RELRO does not have functions. Fortified
marks a canary value enabled. have RUNPATH functions provides
memory added to the RELRO run-time set. buffer overflow
page non- stack. Stack ensures that search checks against glibc's
executable canaries are the GOT path or commons insecure
making used to cannot be RPATH functions like strcpy,
attacker detect and overwritten set. gets etc. Use the
injected prevent in compiler option -
shellcode exploits from vulnerable D_FORTIFY_SOURCE=2
4 mips64/libtool-checker.so non- overwriting ELF binaries. to fortify functions.
executable. return In Full This check is not
address. Use RELRO, the applicable for
the option - entire GOT Dart/Flutter libraries.
fstack- (.got and
protector-all .got.plt
to enable both) is
stack marked as
canaries. Not read-only.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None False False
info info info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit has a stack object has binary does not have any fortified available.
set. This canary value full RELRO does not have functions. Fortified
marks a added to the enabled. have RUNPATH functions provides
memory stack so that RELRO run-time set. buffer overflow
page non- it will be ensures that search checks against glibc's
executable overwritten the GOT path or commons insecure
making by a stack cannot be RPATH functions like strcpy,
attacker buffer that overwritten set. gets etc. Use the
5 x86/libtool-checker.so injected overflows the in compiler option -
shellcode return vulnerable D_FORTIFY_SOURCE=2
non- address. This ELF binaries. to fortify functions.
executable. allows In Full This check is not
detection of RELRO, the applicable for
overflows by entire GOT Dart/Flutter libraries.
verifying the (.got and
integrity of .got.plt
the canary both) is
before marked as
function read-only.

return.




applicable for
Dart/Flutter
libraries
unless Dart
FFl is used.

STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False Full RELRO None None False False
info high info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object has binary does not have any fortified available.
set. This have a stack full RELRO does not have functions. Fortified
marks a canary value enabled. have RUNPATH functions provides
memory added to the RELRO run-time set. buffer overflow
page non- stack. Stack ensures that search checks against glibc's
executable canaries are the GOT path or commons insecure
making used to cannot be RPATH functions like strcpy,
attacker detect and overwritten set. gets etc. Use the
injected prevent in compiler option -
) . shellcode exploits from vulnerable D_FORTIFY_SOURCE=2
6 armeabi-v7a/libtool- non- overwriting ELF binaries. to fortify functions.
checker.so . .
executable. return In Full This check is not
address. Use RELRO, the applicable for
the option - entire GOT Dart/Flutter libraries.
fstack- (.got and
protector-all .got.plt
to enable both) is
stack marked as
canaries. Not read-only.




applicable for
Dart/Flutter
libraries
unless Dart
FFl is used.

STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False Full RELRO None None False False
info high info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object has binary does not have any fortified available.
set. This have a stack full RELRO does not have functions. Fortified
marks a canary value enabled. have RUNPATH functions provides
memory added to the RELRO run-time set. buffer overflow
page non- stack. Stack ensures that search checks against glibc's
executable canaries are the GOT path or commons insecure
making used to cannot be RPATH functions like strcpy,
attacker detect and overwritten set. gets etc. Use the
injected prevent in compiler option -
shellcode exploits from vulnerable D_FORTIFY_SOURCE=2
7 arm64-v8a/libtool-checker.so non- overwriting ELF binaries. to fortify functions.
executable. return In Full This check is not
address. Use RELRO, the applicable for
the option - entire GOT Dart/Flutter libraries.
fstack- (.got and
protector-all .got.plt
to enable both) is
stack marked as
canaries. Not read-only.




applicable for
Dart/Flutter
libraries
unless Dart
FFl is used.

STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False Full RELRO None None False False
info high info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object has binary does not have any fortified available.
set. This have a stack full RELRO does not have functions. Fortified
marks a canary value enabled. have RUNPATH functions provides
memory added to the RELRO run-time set. buffer overflow
page non- stack. Stack ensures that search checks against glibc's
executable canaries are the GOT path or commons insecure
making used to cannot be RPATH functions like strcpy,
attacker detect and overwritten set. gets etc. Use the
injected prevent in compiler option -
shellcode exploits from vulnerable D_FORTIFY_SOURCE=2
8 armeabi/libtool-checker.so non- overwriting ELF binaries. to fortify functions.
executable. return In Full This check is not
address. Use RELRO, the applicable for
the option - entire GOT Dart/Flutter libraries.
fstack- (.got and
protector-all .got.plt
to enable both) is
stack marked as
canaries. Not read-only.




applicable for
Dart/Flutter
libraries
unless Dart
FFl is used.

STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False Full RELRO None None False False
info high info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object has binary does not have any fortified available.
set. This have a stack full RELRO does not have functions. Fortified
marks a canary value enabled. have RUNPATH functions provides
memory added to the RELRO run-time set. buffer overflow
page non- stack. Stack ensures that search checks against glibc's
executable canaries are the GOT path or commons insecure
making used to cannot be RPATH functions like strcpy,
attacker detect and overwritten set. gets etc. Use the
injected prevent in compiler option -
shellcode exploits from vulnerable D_FORTIFY_SOURCE=2
9 x86_64/libtool-checker.so non- overwriting ELF binaries. to fortify functions.
executable. return In Full This check is not
address. Use RELRO, the applicable for
the option - entire GOT Dart/Flutter libraries.
fstack- (.got and
protector-all .got.plt
to enable both) is
stack marked as
canaries. Not read-only.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False Full RELRO None None False False
info high info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object has binary does not have any fortified available.
set. This have a stack full RELRO does not have functions. Fortified
marks a canary value enabled. have RUNPATH functions provides
memory added to the RELRO run-time set. buffer overflow
page non- stack. Stack ensures that search checks against glibc's
executable canaries are the GOT path or commons insecure
making used to cannot be RPATH functions like strcpy,
attacker detect and overwritten set. gets etc. Use the
injected prevent in compiler option -
shellcode exploits from vulnerable D_FORTIFY_SOURCE=2
10 mips/libtool-checker.so non- overwriting ELF binaries. to fortify functions.
executable. return In Full This check is not
address. Use RELRO, the applicable for
the option - entire GOT Dart/Flutter libraries.
fstack- (.got and
protector-all .got.plt
to enable both) is
stack marked as
canaries. Not read-only.

applicable for
Dart/Flutter
libraries
unless Dart
FFl is used.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False Full RELRO None None False False
info high info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object has binary does not have any fortified available.
set. This have a stack full RELRO does not have functions. Fortified
marks a canary value enabled. have RUNPATH functions provides
memory added to the RELRO run-time set. buffer overflow
page non- stack. Stack ensures that search checks against glibc's
executable canaries are the GOT path or commons insecure
making used to cannot be RPATH functions like strcpy,
attacker detect and overwritten set. gets etc. Use the
injected prevent in compiler option -
shellcode exploits from vulnerable D_FORTIFY_SOURCE=2
11 mips64/libtool-checker.so non- overwriting ELF binaries. to fortify functions.
executable. return In Full This check is not
address. Use RELRO, the applicable for
the option - entire GOT Dart/Flutter libraries.
fstack- (.got and
protector-all .got.plt
to enable both) is
stack marked as
canaries. Not read-only.

applicable for
Dart/Flutter
libraries
unless Dart
FFl is used.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True True Full RELRO None None False False
info info info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit has a stack object has binary does not have any fortified available.
set. This canary value full RELRO does not have functions. Fortified
marks a added to the enabled. have RUNPATH functions provides
memory stack so that RELRO run-time set. buffer overflow
page non- it will be ensures that search checks against glibc's
executable overwritten the GOT path or commons insecure
making by a stack cannot be RPATH functions like strcpy,
attacker buffer that overwritten set. gets etc. Use the
12 x86/libtool-checker.so injected overflows the in compiler option -
shellcode return vulnerable D_FORTIFY_SOURCE=2
non- address. This ELF binaries. to fortify functions.
executable. allows In Full This check is not
detection of RELRO, the applicable for
overflows by entire GOT Dart/Flutter libraries.
verifying the (.got and
integrity of .got.plt
the canary both) is
before marked as
function read-only.

return.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False Full RELRO None None False False
info high info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object has binary does not have any fortified available.
set. This have a stack full RELRO does not have functions. Fortified
marks a canary value enabled. have RUNPATH functions provides
memory added to the RELRO run-time set. buffer overflow
page non- stack. Stack ensures that search checks against glibc's
executable canaries are the GOT path or commons insecure
making used to cannot be RPATH functions like strcpy,
attacker detect and overwritten set. gets etc. Use the
injected prevent in compiler option -
) . shellcode exploits from vulnerable D_FORTIFY_SOURCE=2
13 armeabi-v7a/libtool- non- overwriting ELF binaries. to fortify functions.
checker.so . .
executable. return In Full This check is not
address. Use RELRO, the applicable for
the option - entire GOT Dart/Flutter libraries.
fstack- (.got and
protector-all .got.plt
to enable both) is
stack marked as
canaries. Not read-only.

applicable for
Dart/Flutter
libraries
unless Dart
FFl is used.




STACK SYMBOLS
NO | SHARED OBJECT NX RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True False Full RELRO None None False False
info high info info info
The binary This binary This shared The The binary The binary does not Symbols are
has NX bit does not object has binary does not have any fortified available.
set. This have a stack full RELRO does not have functions. Fortified
marks a canary value enabled. have RUNPATH functions provides
memory added to the RELRO run-time set. buffer overflow
page non- stack. Stack ensures that search checks against glibc's
executable canaries are the GOT path or commons insecure
making used to cannot be RPATH functions like strcpy,
attacker detect and overwritten set. gets etc. Use the
injected prevent in compiler option -
shellcode exploits from vulnerable D_FORTIFY_SOURCE=2
14 armé4-v8a/libtool-checker.so non- overwriting ELF binaries. to fortify functions.
executable. return In Full This check is not
address. Use RELRO, the applicable for
the option - entire GOT Dart/Flutter libraries.
fstack- (.got and
protector-all .got.plt
to enable both) is
stack marked as
canaries. Not read-only.
applicable for
Dart/Flutter
libraries
unless Dart
FFlis used.
B NIAP ANALYSIS v1.3
NO IDENTIFIER REQUIREMENT FEATURE DESCRIPTION




¢2 7 ABUSED PERMISSIONS

TYPE

MATCHES

PERMISSIONS

Malware Permissions 0/24

Other Common Permissions 0/45

Malware Permissions:
Top permissions that are widely abused by known malware.

Other Common Permissions:
Permissions that are commonly abused by known malware.

¥ OFAC SANCTIONED COUNTRIES

This app may communicate with the following OFAC sanctioned list of countries.

DOMAIN

COUNTRY/REGION

@ DOMAIN MALWARE CHECK

DOMAIN

STATUS

GEOLOCATION




DOMAIN STATUS GEOLOCATION

IP:140.82.121.3

Country: United States of America
Region: California

github.com ok City: San Francisco

Latitude: 37.775700

Longitude: -122.395203

View: Google Map

Report Generated by - MobSF v3.9.8 Beta

Mobile Security Framework (MobSF) is an automated, all-in-one mobile application (Android/iOS/Windows) pen-testing, malware analysis and security assessment
framework capable of performing static and dynamic analysis.

© 2026 Mobile Security Framework - MobSF | Ajin Abraham | OpenSecurity.
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